
ONLINE SAFETY   
          IN THE WORKPLACE

What does a cybersecurity expert really do? Know YOUR red flags!1

Here are the Top 5 things YOU can do  
                 to help the City of Bryan stay cyber safe:



ONLINE SAFETY   
          IN THE WORKPLACE

Manage YOUR password like a pro.

Recommendations
• Do not use YOUR password for multiple accounts. Recently there was a breach at Facebook where millions of passwords 

were disclosed. What if YOU were one of them and YOU used same login for Facebook and YOUR bank’s website? 
Usernames and passwords from this breach are for sale on the dark web for only $2 to $3.

• Make YOUR password long. Each character added to a password can add days to years of time it would take for a computer 
program to discover YOUR password.

• Do not use a common phrase. Do not use song lyrics, poem versus, YOUR kids’ names, birthdates, or Bible verses, anything 
that more than just YOU knows. 

• Do not store passwords in YOUR browser.

Password safes (NOTE: I am not making an endorsement on any one of these)
• KeePass - https://keepass.info/ 
• LastPass - https://www.lastpass.com/business-password-manager 
• DashLane - https://www.dashlane.com/ 
• PasswordSafe - https://pwsafe.org/
• 10 Best Password Managers of 2018
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If YOU care, do not share.

Have YOU ever played the game Twenty Questions? Just like the game, hackers can gather information about YOU and they have 
nothing but time. They troll social media and learn… who YOUR friends are, if YOU have Pets, YOUR favorite sports team, YOUR 
favorite band. With this information, they can impersonate someone YOU know or use that information to impersonate YOU to 
attack someone else.

• Don’t share too much on social media. Too much information will make YOU an easier target for a focused attack.

• Verify YOUR friends.

• Be suspicious of people reaching out to YOU that YOU do not know.

• Hackers can use profiles and posts from several social media apps to create to sophisticated attacks against YOU, YOUR 
family, YOUR friends and the City of Bryan.
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Know YOU are a target.

• We will protect YOU to an extent but there are so few of us and so many of them. YOU must step up to protect YOURSELF, 
YOUR family, YOUR co-workers, and the City of Bryan.

• YOUR actions make a difference. So, if YOU see something that looks off or does not feel right let someone know.
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Accidental Data loss/exposure.

• Watch auto complete with emails. Have YOU ever accidentally sent an email to the wrong person or to a whole group of 
people? Email contains information for a target audience. However, not paying attention to who YOU are sending the email 
to can cause privacy violation and/or embarrassment for YOU and the intended audience. 

• Use a pin/passcode on YOUR mobile devices in case YOUR devices are lost/stolen. It will make it extremely difficult for the 
individual that has YOUR device to access data.

• Always look for YOUR device when leaving. Ever leave YOUR phone somewhere? When leaving a car, restaurant or any place, 
check YOUR location to see what YOU left behind.

• Place a point of contact sticker on YOUR device. If YOU do lose YOUR device, a good citizen can use this information to 
return it to you. Place a sticker on YOUR phone with contact details or I.C.E. (In Case of Emergency) information. If YOU are 
injured and no one around knows YOU, the rescue workers will be able to contact the appropriate people quickly and easily.
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UPCOMING TRAININGS: Facebook Friends, Workplace Enemies  •  John Romero’s Trainings 


